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AuthControl: Unified Access

Business Benefits:

Usability

Gives an optimal user experience whilst enforcing strict security
policies. Swivel Secure’s Unified Access approach simplifies
the sign-on process by being the single source of access for
your enterprise. Any attempt to access a VPN, Cloud or local
application will cause the user to be automatically directed to
the Unified Sign-on portal.

Productivity

Single efficient authentication portal for all your applications.
Users waste less time on authenticating in multiple instances
and can get straight to work, whatever they need to access and
help-desk time is saved also.

Cost Saving

With around 50% of help-desk calls being password related,
Unified Access significantly reduces IT management costs and
time. With an increasing number of services, users have a wide
variety of systems to login to, and businesses have a high level
of maintenance in order to maintain compatibility and upgrades.

Highly Secure

Reduces the likelihood that employees will use simple
passwords because of the need to have so many. In addition,
Unified Access means it it easy to track usage and mark
privileges as to where and how credentials are used as well as
creating an audit trail in the event of an internal data breach.

Easy to Manage

Securing access to multiple services, via a VPN, Cloud, or
hosted locally, requires management and integration with a wide
variety of technologies. Our unified approach means validation
to all of these goes through a single authentication portal.

user should be authenticated.

Our award winning authentication solution, with a long track record, and
proven ability, to provide a varied and dynamic solution to your authentication
needs. Trusted by leading global organisations to protect their virtual
perimeter. Our on-premise and Cloud solutions take authentication beyond a
simple OTC challenge, and use adaptive authentication to decide if and how a

Key Features:

Adaptive Login

If a user has already authenticated once during the day, the
policy settings can be configured to allow subsequent access
via username and password only.

Simplified Training

Having a standard login portal and process, means that once
a user knows how to access one service, they know how to
access any provided service.

Changing Requirements

The world we work in is not fixed, our requirements and

needs change and evolve. The unified portal gives a single
place to challenge a user. So if a particular service has a new
requirement for 2FA the portal will enable that, without having to
specifically integrate to the actual service or VPN directly.
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Swivel Secure is a pioneering network security solutions

provider. Our authentication platform is recognised as a

leading standard in authentication technology and is the
solution of choice for prominent global organisations.

Offering a wide range of authentication options, the
Swivel Secure platform delivers two-factor authentication
via Mobile Apps, SMS, OATH Tokens, Telephony and Strong

authentication through integrated in-browser imagery.
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Identity

Functions Standards
«Multi-Factor Authentication * RADIUS
« Single Sign-On « SAML
+ Federation + ADFS
+ Adaptive Authentication + OATH
Deployment Features
» On premise + User Self-Help
* HA configuration » Low management costs
* Hybrid « Flexible Licensing
+ Cloud + 2t x 7 Support available
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