The rise of smart factories
and the cybersecurity
risk they pose
The rise of smart factories will help the manufacturing
industry considerably, as digital technology such as
automation can lead to greater efficiency and accurate
reproducibility, leading to optimum product quality with
minimum waste.
But, these connected devices expose a greater risk for
hackers to remotely attack all aspects of the supply chain.
As these threats increase, manufacturers need to ensure
they are protecting their systems in the correct way to
minimise unauthorised access.
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ERP: Enterprise resource planning
MES: Manufacturing execution system
PLM: Product lifecycle management
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