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Industry 4.0 has propelled the manufacturing industry through massive 
technological advancements in recent times. From cloud computing to 
automation, the manufacturing supply chain has become more connected 
than ever as cyber-physical systems replace older, silœ d machines. 

And the results have been benefi cial for the industry - with these newer 
technologies improving effi ciency, accuracy and fl exibility in our factories. 

However, cybersecurity regulations have been slow to catch-up and despite 
being the third most targeted industry, manufacturing is one of the least 
prepared. 

Read on to fi nd out what you can do to help protect digital technology against 
cyber threats.



Despite being the third most targeted industry for a cyberattack, manufacturing is one of the 

least prepared.

Manufacturing is becoming increasingly digitised as the industry is adopting automation, to 
a greater extent than ever before. The Industrial Internet of Things (IIoT) is bringing artifi cial 
intelligence, cloud computing and robotics into factories. Cyber-physical systems can now 
integrate all aspects of the supply chain, including operational systems and information 
systems, and are taking the place of outdated, silœ d machines.

Any factory making use of these new technologies is known as a Smart Factory, and they’re 
prompting what experts are calling the fourth industrial revolution, or Industry 4.0.  Smart 
Factories will help the manufacturing industry considerably, as digital technology can offer 
greater effi ciency in the production stage, better quality products with fewer mistakes, and 
more fl exibility for working processes.

So it’s no wonder that manufacturers are moving quickly to update their factories – by 2019, 
75% of large manufacturers will have incorporated the Industrial IoT in their operations. And by 
2022, the Industrial IoT market is expected to be worth $195.47 billion.

Industry 4.0 and the cybersecurity 
risks to the future of manufacturing

Article
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The smart factory network

The devices in a Smart Factory are able to transmit data over a wireless 
internet connection in real time. A typical set up might include multiple 
systems which are accessed from a number of devices.  For example, a Smart 
Factory might have a Product Lifecycle Management (PLM) system which can 
transmit design information to the Manufacturing Execution System (MES) 
where the product is produced. This may be controlled by a Human Machine 
Interface (HMI) such as a control panel or even a smart phone.

This kind of confi guration allows for the seamless fl ow of information between 
machines. That information can then be used to adjust and optimise the 
machines’ performance and achieve maximum effi ciency whilst minimising 
waste. It also means the process can be automated, resulting in a reduced 
downtime which can help improve quality and reproducibility, increasing 
profi tability.

Another advantage of the Smart Factory arrangement is that it allows for a 
continuous overview of the process. Through the HMI, manufacturers can 
have real-time visibility and access to data that provides information on the 
condition of machinery, remotely, provided by cloud computing capability.
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Manufacturers are investing in digital

Despite the benefi ts they offer, the connected nature of Smart Factories leaves the 
manufacturing industry open to a variety of potential cyber threats – a concern which is 
preventing some manufacturers from completely updating their operations.

The EEF’s 2018 Cybersecurity Report found that while 91% of manufacturers are investing 
in digital technology, 35% said they are inhibited from fully investing due to cybersecurity 
concerns.  And it’s a legitimate concern – cybersecurity is a real risk for manufacturers. The 
EEF report found that 24% of manufacturers admitted they have already sustained fi nancial or 
other business losses as a result of a cyberattack.  But with the fast-moving advancements and 
opportunities Industry 4.0 is delivering to manufacturers willing to invest, organisations can’t 
afford to fall behind their competitors.

What cybersecurity risks do manufacturers face?

The result of not securing the Smart Factory network is clear.  The manufacturing industry is the 
third most targeted industry for cybercrime, just behind the fi nance and government sectors.  
Often, attackers are looking to do one of three things through their crime:

• Steal data – with client details stored on CRM systems, hackers might look to take this 
information and hold it to ransom

This happened in 2013, when American retailer Target was the victim of a data breach that 
allegedly saw the theft of the personal details from between 70 and 110 million people.  
Attackers initially gained access through Target’s heating and air conditioning supplier – the 
manufacturer’s operational systems were hacked and due to their connection to Target’s IT 
infrastructure, it provided a gateway for the hackers to infi ltrate.

An integrated supply chain from supplier, to logistics provider and retailer means more 
manufacturers will have access to their client’s operational systems. Attackers can exploit this 
connection, so manufacturers need to secure their own network to ensure the security of their 
clients’.

• Disrupt access systems or operational systems – hackers can take control of manufacturing 
processes to interfere with production or even tamper with the products
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American pharmaceutical company, Merck, was infected by the NotPetya cyberattack. 
Ransomware apparently disabled the manufacturer’s email and allegedly caused mass 
disruption to work. It’s estimated that Merck allegedly suffered a loss of over $135 million in 
sales, plus $175 million in additional costs.

Any disruption to production is costly for manufacturers. But incidents like the above also 
raise concerns about physical safety. With attackers able to infi ltrate and remotely control 
production processes, they could tamper with products and make them unsafe, potentially 
harming consumers.

• Gain intelligence for a competitive advantage – industrial espionage sees hackers steal 
intellectual property or information for the advantage of competitors

In 2011, some oil production companies lost legal and fi nancial information to a cyberattack. 
The motive was identifi ed as industrial espionage, possibly to sabotage potential business 
deals for the companies.

Having confi dential information stored on connected devices is essential. But the IoT means 
that information can be accessed in more ways than ever before, from laptops to smartphones 
or control panels. These devices offer a way for attackers to infi ltrate the network and for 
manufacturers, increases the risk of industrial espionage.



While it’s clear manufacturers are seeing the benefi t of Smart Factories, the 
cyber risks they present are stalling progress.  But with the proper time and 
fi nancial investment in cybersecurity, the industry will be able to enjoy the full 
benefi ts of Smart Factories.

A signifi cant lack of awareness of the importance of cybersecurity 
still plagues the manufacturing industry. The EEF report found 34% of 
manufacturers said cybersecurity dœ sn’t appear on their risk register. A 
worrying statistic considering the majority are investing in digital technology.

It’s crucial that manufacturers establish cybersecurity regulations within their 
Smart Factory.

How can the manufacturing industry mitigate 
risk?
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1. Are you investing enough in cybersecurity?

While governing bodies like the EU have begun to invest more in outlining cybersecurity 
standards, there’s a concern that there isn’t enough focus on the manufacturing industry and 
frameworks aren’t always relevant.

There’s still a lot of research to be done to identify the specifi c needs of manufacturers 
but investing in a range of security services including consultancy, training, software and 
hardware could help your business mature more quickly.

2. Do you have a clear response strategy to mitigate an attack?

12% of manufacturers surveyed said they had no technical or managerial measures to assess 
or mitigate a cyberattack.  Without a proper response strategy, there’s a risk that it could take 
longer for the business to recover and this will intensify any damage caused – fi nancial or 
otherwise.

Manufacturers should have an audit trail for compliance, and cyberattack insurance in place 
to provide support in the event of a data breach and for mitigation purposes. There also needs 
to be a clear management plan to minimise the effects.  It’s thought that cyberattacks will only 
become more prevalent.

3. Can you afford to ignore the risk?

Attacks can range from causing minor production disruption to infl icting serious damage to 
machinery.  As we’ve already seen how Merck allegedly lost an estimated $310 million to a 
breach, it’s obvious that a similar attack could be crippling to a smaller company.

So while investing in cybersecurity or cloud computing security can be expensive, not doing so 
could be more costly in the long run.

Three key questions every manufacturer should 
ask themselves:
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The manufacturing industry is being propelled toward Industry 4.0. With 
the rise of Smart Factories, we’re seeing advanced digital technology and 
automation become a familiar feature of the supply chain.  The effects 
promise to be benefi cial for manufacturers – automation can help improve 
effi ciency and accuracy while reducing mistakes and waste.

But, the connected nature of Smart Factories can also leave manufacturers 
open to a greater risk of cyberattacks.  So it’s crucial to ensure any 
manufacturing systems are protected to minimise the risk of unauthorised 
access.

Take a look at our infographic to learn more about the state of Smart Factories, 
and how to manage the risk they pose.

Infographic

The rise of smart factories and the 
cybersecurity risk they pose
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Cybersecurity has become a government priority, but the manufacturing industry is falling 
behind commercial business.  The last few decades have seen numerous incidents where 
sensitive data has been compromised. Consumer information like email addresses, banking 
details and passwords have been stolen and used by hackers for a range of crimes including 
fraud and blackmail.  One of the most widely reported incidents occurred recently, with the 
security of an estimated 50 million Facebook accounts attacked, seriously breaching users’ 
right to privacy.

7 top cybersecurity tips for manufacturers

Article
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The introduction of GDPR

Incidents like this led to governing bodies working to formalise data protection laws. In May 
2018, GDPR was implemented and affects all data for individuals within the EU. It aims to 
give people better control over their personal data and holds businesses to account for any 
mishandling of their customers’ information.

As a result, we’ve seen commercial businesses such as retailers tighten their data regulations 
and clarify how they use, maintain and store customer information.  The supply chain 
is becoming ever more digitally connected, and it’s likely that some original equipment 
manufacturers (Œ M) in the B2C sector will have direct access to personal customer data for 
warranty purposes, while manufacturers in the B2B sector are likely to have access to customer 
data via CRMs.

For example, a pharmaceutical Œ M assembling products for a wellness brand may have 
access to their client, partner and supplier database. This is where manufacturers will have 
accountability for the personal data within their respective databases.



Sensitive business data

Although it’s not as tightly regulated as personal data, business data is highly sensitive, such 
as intellectual property, planning and production processes, and these are all at risk of 
cybercrime.

The position of Tier Two and Three manufacturers in the supply chain means they may not hold 
personal data, but they do have access to confi dential business information like blueprints or 
intelligence. If intellectual property is stolen, it could have catastrophic consequences, in some 
instances an entire business can be lost due to commercial espionage.

Manufacturing is falling behind

The EEF’s Cybersecurity for Manufacturing report found that 59% of manufacturers said 
they’ve been asked by a client to show or guarantee the robustness of their cybersecurity 
processes.  Failure to comply with GDPR can lead to a fi ne up to 4% of a business’ global 
turnover, or €20 million Euros. So, it’s no surprise that businesses are looking to test the 
robustness of any third party who will have access to the data they safeguard – and even make 
it a contractual agreement.

A breach of business data could also be costly – losing confi dential blueprints to theft or 
industrial espionage could have dramatic legal and fi scal implications for the Tier Two or Three 
manufacturer it was stolen from and affect the wider supply chain.  But 37% of manufacturers 
said they couldn’t make any assurances to their clients. And with the repercussions of non-
compliance being so costly along with the risk of losing business data, clients and other 
manufacturers in the supply chain will be put off by a lack of cyber hygiene.

So how can manufacturers ensure they don’t lose business because they’re not cybersecurity 
savvy?  Here are 7 of our top cybersecurity tips for manufacturers to follow to mitigate the risk 
of attack.
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1. Train your employees

Human error has been found as a contributing factor in many cybersecurity breaches. AIG 
reports more than 80% of all cyber losses have a human element. A loss may be the result of 
accidental or malicious behaviour but can be caused by something as simple as clicking on a 
link.

In 2015, attackers gained access to a German steel mill through the plant’s business network. 
A phishing email was sent to an employee who opened the malicious attachment. The hackers 
were then able to infi ltrate a number of systems including the manufacturing execution system 
(MES) to control plant equipment and caused physical damage.

The fi rst thing manufacturers should do to ensure good practice is to train all employees on 
basic cyber security.  It’s important for all users to understand that no matter their job title or 
responsibilities, they could be an entry point for attack, just by using a PC or laptop to access 
the network.Here are three key areas to train your team in:

• Educate employees on phishing scams

Phishing emails are becoming more advanced and can look harmless – often seeming to come 
from a trusted sender.  Provide training on how to identify a malicious email, link or attachment 
and put a clear process in place for employees to follow if they think they have been sent a 
phishing email.

• Provide best practice for passwords

Make sure employees are aware they shouldn’t write down, share or re-use passwords on other 
systems.  Use a simple algorithm to always “salt” your passwords from entry point to entry 
point, so that a “contamination attack” (where a hacker grabs your password form entry point X 
and re-uses it on entry point Y) isn’t possible.

• Make it a policy to only log in to the network from approved company devices and locations

Employees using personal laptops and phones or external internet connections to access the 
business network present another entry point for attackers.  It’s diffi cult for IT administrators to 
properly secure these external devices or connections so employees should be provided with 
company-approved devices that have been confi gured for working remotely.



2. Use the appropriate level of security

In any instance where employees are using a device to remotely access 
the network, you should implement an appropriate level of security.  An 
employee needing to access the enterprise resource planning (ERP) system 
from a coffee bar using their mobile device, or an offi ce administrator who 
needs to send an internal memo, using Offi ce 365 on a PC in head offi ce, 
will require different levels of security for their tasks.

Risk-based authentication (RBA) utilises a set of rules and a points system 
to allocate the level of security required on a per user, per application 
basis.  This can be based on a number of variables including: their 
physical location (GeoIP), the service being accessed, IP Address, last 
authentication, X509 Cert or device.  This method of authentication is 
designed to be fl exible and effi cient for employees to use. It will help to 
increase the level of security without interfering with everyday work.
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3. Ensure all applications are up-to-date

Another way manufacturers can improve their cybersecurity is to make sure any applications 
employees might require access to are kept updated.  IT applications like Microsoft Word 
present another potential entry point for attackers. New versions are released regularly and 
often fi x any weaknesses within the application that could be a security threat. This year alone, 
Microsoft released over 70 patches and Adobe, over 100 patches to their apps.

Although updating software is time consuming, and administrators often need to deal 
with aftermath from updating software such as memory leakage or software and driver 
compatibility issues, not doing so could potentially lead to a security breach.

Manufacturers need to make sure there is a process and the time set aside to update 
applications. This helps to remove one variable that could be a weak spot and see your system 
infi ltrated by cyber criminals.

4. Use a jump host

Due to the connected nature of manufacturing supply chains, manufacturers need to include 
security points to prevent hackers gaining access to multiple systems.  For example, PLCs 
(programmable logic controllers) which control hardware for manufacturing such as pick-
and-place machines and other automated machines in manufacturing including computer 
numerical control (CNC) machines, can easily be hacked if they aren’t protected on the 
network.

This can cause catastrophic consequences if any sabotage gœ s undetected for any signifi cant 
amount of time – dependent on production.  The PLC attacks are the jump from a virtual world 
attack to a real-world attack, as we saw in August 2017 when a petrochemical plant in Saudi 
Arabia was infi ltrated by hackers with the intention of causing a physical explosion.

PLCs need to be protected from unauthorised access. A Jump Box or Jump Server can help 
protect them from external threats. This uses a computer on an insulated network which allows 
the PLC to be accessed by authorised personnel. The PLC and computer is linked externally 
when it needs updating but is protected at all other times – closing the connection to attackers.

The insulated network could also be secured with multi-factor authentication (MFA). In addition, 
if your PLCs also support RADIUS protocol, adding 2FA or MFA to the RADIUS authentication 
can further protect all the PLCs from cyberattacks.
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5. Apply single sign-on to access your separate networks

An infrastructure where hardware such as PLCs sit on insulated networks, 
and are separate to any external facing networks, will help to prevent 
hackers gaining access to the whole network.  But manufacturers may 
regularly need to access systems seamlessly and without compromising 
security. Some systems might include:

• Customer Relationship Management tool (CRM),

• Enterprise Resource Planning (ERP),

• Product Lifecycle Management tool (PLM)

• Management Execution System (MES)

With so many tools and systems to keep separate, employees may require 
separate log-ins for each, meaning there’s a multitude of usernames 
and passwords to remember. This can slow down or complicate working 
processes.

Although single sign-on (SSO) can provide greater effi ciency, giving 
employees access to all platforms and systems (even if they are on different 
networks), it’s imperative that risk-based authentication is utilised with SSO 
functionality, to ensure continued security.



6. Use multi-factor authentication

But it’s not just enough to have a password for SSO. All the applications, 
systems and more on your network could also be secured with multi-factor 
authentication.  This asks the user for a few pieces of evidence, like a 
password and a numerical code, before giving them access to the network.

Choose your MFA supplier wisely and be aware that although some two-
factor authentication applications can be prone to credentials theft – they 
only update the code every 40-seconds, during which time a hacker can use 
the code to access the network.

Dedicated MFA platforms offer more secure authentication and are 
updated frequently to stay one-step ahead of cyber criminals such as 
delivering new security strings for each access request.  However, there are 
a few elements of an MFA platform to consider so you achieve the maximum 
benefi t, including:

• Effi ciency – while SSO isn’t enough on its own, some MFA platforms will 
allow for an SSO option and this is ideal for ensuring effi ciency

• Flexibility – organisations are continually evolving, and the IT set-up 
needs to support the changing business. Your MFA platform should be able 
to integrate with hundreds of applications, so you’re not restricted in the 
future

• Intelligence – with so many devices being used to access applications and 
employees travelling all over the world for work, it’s important to be able 
to adapt your MFA platform based on any attributes you set. For example, 
you might confi gure the platform to recognise users based on a list of 
parameters like job title and give them access to the relevant platforms 
rather than the entire network.

© 2019 Swivel Secure 20



www.swivelsecure.com21

7. Aim for maximum adoption

Your cybersecurity features will only be effective if they’re used in the right 
way.  So manufacturers need to make it as simple as possible for employees 
to follow any security processes. If they are too  complicated or interfere 
with everyday work, then getting employees to follow them will be diffi cult.

As well as providing a fl exible MFA platform, streamlining processes with 
SSO options and offering training, you should help your employees 
understand why cybersecurity is critical for the manufacturing industry.  
Information about how attacks happened to other manufacturers will 
help your employees better understand their role in protecting the entire 
company.

It’s not just one of these solutions that will help you protect your 
manufacturing business from a cyberattack. You should follow a 
combination of practices to make sure you can guarantee clients the 
robustness of your cybersecurity.

Different solutions will work for different companies and maximum 
adoption is key to make sure there are no weak spots in the network. So, it’s 
important for you to fi nd the solutions that suit your business and way of 
working.
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Swivel Secure have been supporting manufacturers with their authentication 
requirements for more than a decade. From steel production and electronic 
PCB assembly, to large scale æ rospace and automotive manufacturers, 
Swivel Secure’s AuthControl Sentry® is a pivotal part of their IT infrastructure, 
protecting their applications and data from unauthorised access.

FAQs

Manufacturing Cybersecurity
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Yes, Swivel Secure’s AuthControl Sentry® can provide authentication for manufacturer’s 
enterprise resource planning (ERP) software. Whether your organisation utilises SAP or Oracle, 
AuthControl Sentry can provide multi-factor authentication to prevent unauthorised access into 
your ERP system. With an extensive range of authentication factors from image authenticators 
using the patented PINsafe technology, or a simple one-time code (OTC) using a mobile app, 
deployment can be implemented ensuring maximum adoption throughout the business.

Can Swivel Secure provide authentication for Enterprise 
Resource Planning (ERP)?

AuthControl Sentry® is extremely versatile and can continue to provide multi-factor 
authentication both on-premise and cloud. Supporting SAML, RADIIUS, API and XML protocols 
means AuthControl Sentry® can integrate with most applications, providing your business with 
the fl exibility it needs to grow and remain secure.

Can you still support us if we change our architecture?

When your CRM is run separately from your ERP system, it can sometimes get overlooked. 
Utilising multi-factor authentication to protect your CRM is critical when you have a large sales 
team, accessing customer data using different devices from different locations.

Not only dœ s AuthControl Sentry® protect your CRM from unauthorised access, it can deliver 
a risk-based authentication (RBA) solution, based on what form of authentication is deemed 
appropriate for any given user, or group of users. Using a set of rules, and a points system, a 
business is able to allocate the level of security required on a per user, per application basis. 
This can be based on several factors from the device being utilised to gain access, to the time 
and location of the last successful access.

Can we use MFA to protect our Customer Relationship 
Management (CRM) database? 
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Yes, Swivel Secure recognise the need to utilise a jump server for manufacturer’s to secure zone 
or manufacturing execution system (MES) and a demilitarized zone (DMZ). As the access to 
jump server requires close control, we strongly recommend using multi-factor authentication to 
ensure access is only permitted to the administrators entitled to manage it.

Using AuthControl Sentry® to secure your jump host allows you to defi ne strict authentication 
requiring access. This can include multiple factors to allow authentication including tokens and 
tokenless factors including PINpad® (using PINsafe® patented technology), OneTouch PUSH 
option using the mobile app and biometrics such as fi ngerprints.

Can Swivel Secure provide authentication for a Jump 
Host or Jump Server?

© 2019 Swivel Secure 24



Yes, whether accessing your regular applications locally, through VPN, or Cloud, AuthControl 
Sentry® can protect all of your regular applications from unauthorised access including 
Offi ce 365, Salesforce and SAP.

Saving costs and help-desk time, users can benefi t from a self-service user portal where 
they can manage (change or reset) their own PIN, and provision the mobile app to use as an 
authenticator.

Can we protect our regular applications such as Offi ce 
365?

There are a range of product lifecycle management (PLM) systems available, some of which 
are open source and consist of a confi gurable authentication mechanism. In this instance, 
AuthControl Sentry® can usually be integrated into the PLM system to ensure there is no 
unauthorised access.

Both SAP and Oracle also provide PLM modules and these can be protected by AuthControl 
Sentry®, with a range of authentication methods. However, if you are using separate CRM, ERP 
and PLM systems, AuthControl Sentry® provides single sign-on (SSO) functionality, delivering 
increased effi ciency, providing a secure and single source of access.

Does AuthControl Sentry provide authentication for PLM 
systems?
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